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1. Overview & Operation

Overview

Enhancing User Account Control (UAC) login and verification features is crucial
in the current network security environment. This demo project aims to
achieve this goal through the use of JavaScript objects and enhanced UAC
policies.
Password Policies
To increase security, the following password policies will be implemented:
® Minimum Password Length
Users must set a password that meets the minimum length requirement
to prevent overly simple passwords.
® Password Complexity Requirements
Passwords must include at least one number, one letter, and one special
character to increase complexity.
® Failed Login Handling
The system will limit the number of allowed failed login attempts, locking
the account for a specified time after exceeding the limit.
Implementing these policies will significantly improve system security and

provide users with a more secure login environment.

Operation
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(accountLockoutDuration, in seconds). The example setting allows a

maximum of 3 failed attempts, with a 600-second lockout period.
Config |Source code | Shape | Font |Profile |

Mo, of states :

* Auto will calenlate picturefshape/label library's max state as No. of states

MName Type Valve

4 config Obiject &)
resultZub Subscription  UAC command execution result : FLW -+
command3nb Subscription  UAC command : PLW-8950 | 16-bat U=+
userMNamedddress Address UAC user name : PLW-2954 | 16-bat U---
userMamelensth Mumber
maxFasswordKetries Mumber 3
acconntlockoutDuration  Mumber B00

Step 2. Set password requirements when creating an account.
Go to Window 71, in JS object ID CO_0, set the minimum password
length (passwordMinimumLength, in characters), and ensure the
password includes a number (passwordRequireDigit), a letter
(passwordRequireletter), and a special character
(passwordRequireSymbol). This example requires a minimum
password length of 8 characters, including the specified elements.
sObjectsproperies ]

Confiz | Source code | Shape | Font | Profile |

Mo, of states ;

# Auto will calenlate picturefshape/label library's max state as No. of states

MName Type WValue

4 config Object (8)
resultAddress Address  UAC command execution result : FLAW----
commandAddress Address  UAC command : PLW-8930 | 16-bat U---
password Address Address UAC password : PLW-8962 | 16-bat Un---
passwordLength Mumber 8
passwordhiimmumLength Number
passwordRequireDigit Boolean  true
passwordRequireleatter Boolean  true
passwordRequireSymbol - Boolean  true
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length of 8 characters, including at least one number, one letter, and

one special character.
Config |Source codelShape | Font |Pr0file |

Mo, of states :

* Auto will calenlate picturedshapedabel library's max state as Mo, of states

MName Type Walue

4 config Obiect (8)
resultAddress Address  UAC command execntion result @ PLW -+
commandAddress Address  UAC command : PLW-8950 | 16-bt U---
password Address Address  UAC password : PLW-8962 | 16-bit Un---
passwordLength Mumber &
passwordbinimumLength Muwmber
passwordRequireDigit Boolean  true
passwordRequireLetter Boolean  true
passwordRequireSymbol  Boolean  true

Step 4. Conduct a simulation test.
On the main screen, use the buttons to call the Login & Logout

window, Set Password window, and Add Account window for testing.

JH, eMT Viewer ( Simulation ) = O X

Login & Logout Set Password Add Account
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I, cMT Viewer ( Simulation ) - O X

Login & Logout

Name admin

Password

Step 6. Use the cMT Diagnoser's JS console to observe whether the system
locks the account after three incorrect password attempts,

preventing further login attempts.

[£3] Diagnoser — O X

[10:49:46] shouldLockAccount: account=admin, return=false

[10:49:46] accountLoginWithIncorrectPassword: account=admin
[10:49:46] setPasswordErrorRecord: account=admin, passwordRetries=1
[10:50:00] shouldLockAccount: account=admin, return=false

[10:50:00] accountLoginWithIncorrectPassword: account=admin
[10:50:00] setPasswordErrorRecord: account=admin, passwordRetries=2
[10:50:01] shouldLockAccount: account=admin, return=false

[10:50:01] accountLoginWithIncorrectPassword: account=admin
[10:50:01] setPasswordErrorRecord: account=admin, passwordRetries=3
[10:50:02] shouldLockAccount: account=admin, return=true

[10:50:03] shouldLockAccount: account=admin, return=true

[10:50:31] shouldLockAccount: account=admin, return=true

Step 7.  Call the Set Password window and try setting a new password for the

[ -
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does not meet the rules.

I, eMT Viewer ( Simulation ) = O X

Set password for an existing account

Index admin OK

Password 12456

[£3] Diagnoser O X

[10:53:22] Error: password must contain at least 8 characters!

Step 8. Call the Add Account window and try creating a new account. Verify
that the system blocks creating a new account if the password does
not meet the rules.

i Ao ey
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S, oMT Viewer ( Simulation ) — ] X

— o
Login & Logou Add a new account
Name demo Add

Password %"

Privilege

1 1 @000
A =] c D E F

G H | J K L

b

[£3] Diagnoser — O X

[10:53:55] Error: password must contain at least 8 characters!




Integrating JS Object and Enhanced Security Mode I—_I‘ WE!NTEK

2. Setting up the Screen

Step 1. In Window 70, add and configure a JS object. When the user
interacts with this object, it triggers the login process, including
reading the username, checking account lockout status, and setting

appropriate commands and results.
15 Object Propertes Bl

Config |Shape | Font [Profile | lonst self = this; i

const config = this.config;
No. of states ¢ g

* Anto will calculate picture/shape/label library's max state as Mo, of states // defs
const Command = {
Nams Tve Value LoginByName: 1, L
4 config Chiect (6) I
resultSub Subscription  UAC command execution result : PLW---
commandSub Subscription  UAC command : PLW-8950 | 16-bit U---
nserlameAddress Address UAC nzer name : PLW-8054 | 16-bit U+ const Result = {
nserllameLength Number 8 Success: 1 << 0
maxPasswordRetries Number i ’

ggg IncorrectPassword: 1 << 4,
Denied: 1 << 5,

accomnLockoutDuration  Number
i

// create a MouseArea widget
const mousehRrea = new MouseArea();
FS self.widget.add (mousehrea) ;

// define actions taken on mouse events

mouseArea.on('mousedown', (mouseEvent) => {
self_state = 1;

12N

mousekrea.on('mouseup', (mouseEvent) => {
self._state = 0;
1

(Only partial commands are shown; see the project file for details.)
Step 2. Go to Window 71, add and configure a JS object. When the user
interacts with this object, the system will verify the password's
validity and execute the corresponding commands or set the result

based on the outcome.

Csomeseoperes =] (]

Config |Shape | Font [ Profile | const self = this; m

const config = this.config:
No. of states : g g

* Auto will caleulate picturefshapeflabel library's max state as No. of states // defs
const Command = {

Name Type Value SetPassword: 11,

4 config Cbiect (8) .
resultAddress Address . UAC command execution result ; PLY-++ | Bddhcount:S |
commandAddress Address  UAC command : PLW-8950 | 16-bit U--+ bi E
password Address Address  UAC password : PLW-8062 | 16-bit Un-++
passwordLength Mumber  $ £ Result =
passwordinimumLength Mumber & const Result = {
vasswordRequireDigit  Boolean  frue Suceess: 1 << 0,
passwordRequireLetter Boolean  true InvalidPassword: 1 << 7,
passwordRequireSymbol  Boolean  true Vi

const Digits = '012345678%";
const Englishletters = 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcde
a const Symbols = '"!B#5%°&% () +={}[]:i<>, .2~

// create a MouseArea widget
const mouseArea = new MouseRArea();
self.widget.add (mousehrea) ;

// define actions taken on mouse events

mouseArea.on ('mousedown', (mouseEvent) => {
self.state = 1;

b
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Step 3. In Window 74, add and configure a JS object. The click event of this
object will trigger the verification process for setting passwords and

adding accounts.

—
’I Config |Shape | Font |Profile | | const self = this;

const config = this.config:
Mo, of s : g g

] »

#* Auto will caloulate picture/shapedlabel librars's max state as Ne. of states // defs
const Command = {
Nams Type Value setpassword: 11,
4 config Chiject (8) }i

resnltAddress Address  UAC command execution result s PLW-+-+ - A
command Address Address  UAC command : PLW-8950 | 16-bit U--- E
password Address Address  UAC password : PLW-8962 | 16-bit Un--- const Result = {
passwordLength MNumber 8 .
passwordbimmnLength Nomber & suecess: 1 << O,
pesswordRequireDigit  Boolean  frue InvalidPassword: 1 << 7,

passwordRequireLatisr  Boolean  froe Ve
passwordRequireSymbol  Boolesn  froe

const Digits = '0123456789';
const EnglishLetters = 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcde:
const Symbols = "!@#5%%&* ()-_+={}[1:;<>, .2~ "5

// create a Mousefrea widget
const mouseArea = new MouseAreal);
self.widget.add (mousekrea) ;

// define actions taken on mouse events

mouseArea.on('mousedown', (mouseEvent) => {
self.state = 1;

Hi

mouseArea.on('mouseup', (mouseEvent) => [
self._state = 0;
b

(Only partial commands are shown; see the project file for details.)
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3. Addresses

The addresses of key objects used in this demonstration are listed below,

please adjust as necessary.

Object ID___| Description

ASCII PLW-8954 AE_1 Enters username.
ASCII PLW-8962 AE_O Enters password.
JS PLW-8951 CoO 0 Checks account lockout
PLW-8950 status and other processes.
PLB-8954
Set Word PLW-8950 SW_0 Logs out account.
- window72
ASCII PLW-8954 AE_O Enters username.
ASCII PLW-8962 AE_1 Enters password.
JS PLW-8951 co_o Verifies password validity
PLW-8950 and adds account.
PLB-8962
Set Bit PLW_Bit-895300~895311 SB_1~SB_12 Sets user permissions.
- window74
ASCII PLW-8954 AE_O Enters username.
ASCII PLW-8962 AE_1 Enters password.
JS PLW-8951 Cco_o Verifies password validity
PLW-8950 and changes password.

PLB-8962
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